Chuong 10 . R
THUC THI BAO MAT

Muc tiéu bai hoc:

Cudi chuong nay ban cé thé

M6 ta vé cong cu JAR

Tao va xem mot file JAR, liét ké va trich rdt néi dung cua file.

S« dung chit ky dién tir (Digital Signatures) d& nhan dang Applets
Tao bd cong cu khoa bado mat (Security key)

Lam viéc v@i chirng chi s6 (Digital Certificate)

Tim hiéu vé gdi Java.security
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10.1 Gidi thiéu

Trong phan nay, chiing ta s& tim hiéu chi tiét v& bao méat Java applet. Ching ta ciing thao
ludn vé md hinh bao mat JDK 1.2 dap ‘ng nhu cdu ngudi dung va nha phat trién.

Java la mét ngdn ngit Iap trinh dau tién gdi cac chudng trinh khdng tuong tac nhu cac file
van ban, file anh va cac thong tin tinh thong qua World Wide Web. Cac chuadng trinh nay,
khong giong nhu chudng trinh CGI, dugc chay trén hé thong cua ngudi dung, haon la chay
trén may chu Web (Web server). Bao mat Java Applet la su quan tam chinh gilta ngugi
dung va nha phat trién applet. Thiét tinh bdo mat trong applet cé thé dan t8i sira déi hodc
phai bay cac dit liéu nhay cam. M6 hinh bao mat cua Java 2, hoac JDK 1.2 rat hitu ich cho
ngudi dung, cling nhu cho nha phat trién. N6 gilip ngudi dung duy tri mdc dd bdo méat
cao. Trong chuong nay, ching ta sé hoc mo hinh bdo mat JDK 1.2.

10.2 Cong cu JAR

Mot file JAR la mot file luu trr dugc nén do céng cu luu trir Java tao ra. File nay tucng tu
nhu chudng trinh PKZIP. N6 chira nhiéu file trong moét file luu trit. Diéu nay cho phép tai
trong trinh duyét hiéu qua. Dung mdt jar véi mot applet cdi tién dang ké kha nang thuc
hién cua trinh duyét. Vi tac ca cac tat ca cac file dugc bién dich trong mot file dan, trinh
duyét chi can thiét Iap két nGi HTTP vé&i web server. Nén file giam 50% thdgi gian tai file.
D& khai ddng cdng cu JAR, dung ciu Iénh sau tai ddu nhic 1énh:

jar [options][manifest] jar-file input-file(s)

Tuy chon Mo ta

Tao ra mot luu trlr mdi

Ghi vao bang néi dung cho luu trir

Trich dan file cé tén ti luu trir

Xac dinh tén file luu trir
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v Tao ngudn xudt da dong (verbose output) trén mot 16i chudn
f

m

Bao ham thong tin chitng thuc tU cac file ching thuc xac dinh

Luu trir chi ‘use no zip’ nén

0
M Khong tao cac file chrng thuc cho cdc muc (entries).
Bang 0.1. cong cu jar
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Mot file chirtng thuc chira thong vé cac file luu trit. File nay la moét tuy chon. Tham chi file
khong xac dinh thi JAR cling tu dong tao ra. File jar dudc dung nhu cac luu trit. File nay
phai c6 phan mé rong la *.jar’ dugc xac dinh tai dong Iénh. File dau vao (input-file) la danh
sach phan cach cac file dudc dat trong Iuu trir. Netscape Navigator va Internet Explorer ho
tro file JAR.

Cau lénh sau luu trir tat ca cac file class va file java bao gom trong mot thu muc xac dinh
vao mot file jar goi la ‘pack’

jar cf pack.jar *.class *.java
I Tén cau lénh
Tao mot luu trir

Xac dinh lwu triy

|

v

v

» Tén file
»  Cac file duoc luu trit

Hinh 10.1 Iénh jar

Dung |énh sau tai ddu nhac liét ké cac file trong file ‘pack.jar’
jar tf pack.jar

Tuy chon nay dwgc str dung cho bang ndi dung lwu triv

»
»

» Tuy chon xac dinh tén file luu trir
Hinh 10.2 Liét ké cac file trong file pack.jar

Dé& gdp file luu trit ‘pack.jar vao trong moét applet, m& trang HTML, va thém thudc tinh
ARCHIVE='pack.jar’ vao thé applet, nhu sau:

<applet code="exr7.class” ARRCHIVE="pack.jar” height=125
width=350></applet>

Thudc tinh sé& chi cho trinh duyét nap Iuu tri ‘pack.jar’ dé€ tim file ‘exr7.class’
Cau lénh sau trich rut cac file dugc nén trong file pack.jar:

jar xvf pack.jar

Muc chon 'x’ cho phép ban trich rat ndi dung cua file.
10.3 Chir ky dién tu (Digital Signature) dé dinh danh cac applet

Trong java, bdo mét applet trén web Ia phan rat quan trong. Hacker cé thé viét cac applet
nguy hiém xuyén thing hang rao bao mat. Vi thé, applet han ché& sy can thiét cia cac
ngon ngir. Applet khong ho trg mot s6 nét dat trung sau:

> bDoc va ghi file tir hé thong nai applet dang chay.
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> Lay thong tin vé mot file tr hé théng

> Xoa mot file tir hé thong.
Java 2 cb thé thuc hién tdt ca cdc ddc diém trén, vdi cac applet cung cdp tir mdt nha
cung cap applet tin cay, va dugc ky danh s6 (digitally signed).
Hinh sau minh hoa qua trinh ma hoa khoa

Eeceiver’z Public key

sendsz plain text

< Encryption Encrypted Text

sends plain text

Eeceiver’z Private ltey

Hinh 10.3. M3 hoa dua trén cac khoa

Trong hinh trén, khoa cong cong (public keys) dudc dung ma hod va giai ma. Cung y
tudng dugc s dung cho chit ky s8, thém cac tinh ndng bd sung.
Mot chir ky s6 la mot file ma hoa cung cap chudng trinh nhan dang chinh xac nguén goc
cta file. Khda bi mat tinh gia tri tu file applet. Ngudi gilt khod bi méat kiém tra ndi dung
cua doi tugng.
Trong dinh danh s, mdt khoda riéng (private key) dugc si dung d& ma hda, va khod cong
cong, dudgc dung giai ma. Trong khi ky danh (sign) mo6t déi tugng, ngudi ky danh dung
thudt todn tdm lugc thdng bdo nhu MD5 dé tinh bang tdm lugc cua dbi tugng. Bang tém
luge dugc dung nhu la dau tay cho d6i tugng. bang tom ludgc lan lugt dugc ma hoa dung
khda riéng, dua ra chir ky dién tlr cia d6i tugng. Khod cdng cdng ctia bd ky duyét dung dé
ma& hod chir ky va kiém tra ching. K&t qua cua su giadi ma, gia tri tdm lugc dugc dua ra.
Gia tri tdm ludc cta déi tuong dudc tinh va so sanh véi gia tri tom lugc dudc giai ma. Néu
gia tri tom ludc (digest) cua doi tugng va gia tri tdm Iugec dugc ma hoa khép véi nhau, chir
ky dudc dugc xac nhan. Tai liéu mo ta chir ky dudc goi la “Chirng thuc” (Certificate)
Thiét 1&p su uy thac (trust), nhédn dang applet dudc chirng nhdn. Chirng nhan cac thuc thé
cac s dung khoa cong cong dat biét. Quyén ching thuc (a certificate authority) dugc
dung thuc hién chirng nhan. Nhan dudgc dudc ching thuc to mot CA (Certificate
Authority), applet phai dé trinh tai liéu chirng thuc sy nhan dang cua né.
Hién gid cac cong ty dua ra cac dich vu xac nhan ching thuc sau:

» VeriSign

> Ching thuc Thawte
Ban cd thé thiét 14p cdc mulic bao méat khac nhau. Mot applet cé thé dua ra su uy thac
hoan toan, hodac khéng uy thac, véi sy gilp d8 cua tép cac I6p goi la “Quyén”
(Permissions). Nhung nhin chung, moi applet dudc gidi han mot cach day dua, trir khi nha
phat trién ky danh applet. Diéu nay thiét |&p cho nha phat trién dang tin cay.

10.4 Khoa bao mat Java (Java Security key).
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Chung ta can tao 3 céng cy, tén la, ‘jar’, ‘jarsigner’, va ‘keytool’, trudc khi dung cac applet
ky danh. Chung ta can tao cap khoa cong céng/riéng, va lam cho né tréd nén san sang vdi
cong cu jarsigner.

Bay gid, ching ta sé tao cac cong dung cua keystore.
> Keystore (Luu trit khod)
Keystore |a mdt cd s& di liéu khod, chlra cac chirng thuc s6 dung dé nhan dang cac gia
tri khoa céng cbng.

> Keytool (Cong cu khoa)

Keytool la co6ng cu khod bao méat cua java, tao va quan ly khdéa cong cong, khoa riéng, va
cac chirng thuc bao mét. N6 ciling cé thé thuc hién:

0 Quan ly cap khoa cong cong/riéng

o Luu trit cac khod céng cbng

o Dung céc chirng thuc dé xac thuc chling thuc khac.

o Xac thuc (Authenticate) dir liéu ngudn.
Tat ca thong tin ma keytool quan ly dugc luu trir trong cd sé& dir liéu goi la keystore. Sun
c6 mot keystore méat dinh dung mét dinh dang file mdi goi la JKS (java key store Luu trir
khod java). D& kiém néu hé thdng ban cé mdt keystore dudi dinh dang nay, thuc hién ciu
Iénh sau tai ddu nhac I1énh:

Keytool -list
Thong bdo 16i sau xuat hién néu ban khdng cé gi trong keystore clia ban.
Keytool error: keystore file does not exist: c:\windows\.keystore

JDK tim keystore chinh trong thu muc C:\windows\. Pay la mét vi tri chung cho cac file hé
thong quan trong trén windows 95, 98 va NT systems.

Tuy chon keystore cling cd thé dudc s dung trong Iénh keytool, nhu sau:
keytool -list keystore c:\java\try

Cau lénh nay chi cho JDK tim keystore trong file dugc goi la ‘try’ trong thu muc
‘C:\java\try’. Néu khong tim thay, sé hién thi théng bao 10i nhu trén.

Muc ‘-genkey’ cé thé dudc si dung clng vdi cdu lénh keytool d& tao cdp khod cong
cong/riéng. Ban cling cé thé dung mot s6 cac tuy chon khac. Dang ddn gian nhat nhu sau:

keytool —genkey -alias "I"”
Bi danh (alias) c6 thé dugc dung Iuu tri, thay thé hodc xo0a cdp khod. Cac bi danh keytool
khong phan biét chir hoa. Trong Iénh trén, ching ta khéng s dung tuy chon keystore.

Néu cung cau lénh s dung tuy chon keystore, sé dudc viét lai nhu sau:

keytool —genkey —alias "I” —keystore "store”
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Trong lénh trén, cap khoa sé dugc luu trir trong keystore ‘store’, va khong luu trong
keystore mat dinh cua hé thdong.

Sau khi nhdp Iénh trén vao, va nhdn phim enter, keytool nh&c ban nhédp vao mét khéau
(password) cho keystore, nhu sau:

Enter keystore password

Nhép vao ‘password’ nhu yéu cau. ,
Tiép theo, keytool nhdc ban nhap vao cac théng tin bé sung nhu:

What is your first and last name? (Tén va ho)

[unknown]

what is the name of your organization unit?

[unknown]: software Development.

What is the name of your organization? (Tén cua té chidc)

[Unknown]: ABC Consultants (tu’ van ABC)

What is the name of your city or Locality? (tén thanh phé hoac dia phuong cua
ban)

[Unknown]: California

What is the name of your State or Province? (tén bang hoac tinh cua ban)
[Unknown]:United States of America

What is the two-letter country code for this unit?(Ma quéc gia vdi 2 ky tu)
[Unknown]: US

Khi ban d& nh&p vao céc théng tin, keytool hién thi thong tin sau:

Is <CN=Bob Fernandes, OU=Software Development, O=ABC Consultants,
L=California, ST=United States of America, C=US>correct?

[no]:
Cudi cung, keystool nhdc ban nhap vao méat khdu cho khoa riéng cua ban, nhu:

Enter key password for <I>
(RETURN if same as keystore password)

Thong tin trén dugc sur dung dé k&t hgp su phan biét tén (name) X500 vdéi bi danh (alias).
Thong tin trén cling cé thé dudc dua vao truc ti€p tir muc chon ‘-dname’

Mat kh&u sau cung phan biét v4i mat khau keystore. N6 dudc dung truy cap khoa riéng
clia cdp khod céng cdng. Mat khdu cé thé truc ti€p chi rd bang cach s dung tuy chon -
keypass’. Nu méat khdu khéng chi rd, mat khdu keystore dugc sé dugc dung. Tuy chon -
keypasswd’ dung thay ddi méat khdu. Tuy chon ‘-keyalg’ chi r& thuat todn tao cdp khoa.

Khi ban tao mét khod va bé sung né vao trong keystore, ban cé thé dung tuy chon *-list’
cua keytool dé& xem khoa cé trong keystore hay khong.
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Dé& x0d cap khoa tlr co sé liéu, dung 1énh sau:
keytool —-delete —-alias aliasName
‘aliasName’ chi tén cua khoa dudc xoa.

Bay gid, chung ta tao cap khoa riéng/cong cong cho file JAR, ching ta hay ky danh nd.
Lénh jarsigner dung dé ky danh mot file JAR. Nhap 1énh sau vao ddu nhic DOS:

jarsigner —keystore keyStore —storepass storePassword -keypass keyPassword

Bang sau cung cap danh sach cta JARFileNames va bi danh:

Tuy chon MO ta

keyStore Tén keystore s dung
storePassword Mat khiu keystore
keyPassword Mat kh&u khod riéng
JARFileName Tén cua file JAR dugc ky danh
Alias Bi danh cua bd ky danh

Bang 10.2 JARFileNames va bi danh

Dé& ky danh file JAR ‘pack.jar’, véi keystore ‘store’, va méat kh&u dé luu trit va cac khoa
riéng la ‘password’, dung lénh sau:

jarsigner —keystore store —storepass password —-keypass password pack.jar pk
‘pk’ nghia la tén bi danh.

Néu tuy chon ‘-keystore’ khong chi rd, thi keystore mat dinh dugc dung.
D& chi rd chir ky cua file JAR dudc dinh danh, dung tuy chon *-verify’.
jarsigner —-verify pack.jar

‘pack.jar’ chi tén file JAR. Néu chir ky khong hgp |€, thi ngoai 1é sau dudc ném ra
(thrown).

Jarsigner:java.util.zip.ZipException:invalid entry size (expected 900 but got 876
bytes)

Ngugc lai, xuat hién thong bao “jar verified” (jar dugc xac minh)
Qua trinh xac thuc kiém tra theo cac budc sau:
> Co file ".DSA’ chlra chit ky hgp |é cho file chit ky .SF khong.

> C& cac muc trong file chif ky 1a cdc tom lugc hop 1& cho mdi muc tudng Ung file ké
khai (manifest file)
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10.5 Chir ky dién tu (Digital Certificates)

Cho dén bay gid, chung ta da hoc cach tao va ky danh mot file JAR. Bay gid, ching ta sé
hoc cadch xuét cac chir ky dién tur (digital certificates), sé sir dung d€ xac thuc chir ky cta
céac file JAR. Chung ta cling s& hoc cac nhép chit ky dién tur tir cac file cac.

Chir ky dién tur la mot file, mot d6i tugng, hoac mot thong bao dugc ky danh bdi quyén
ching thuc (certificate authority). The CA (Certificate authority) cap chirng nhén gia tri
cac khod cdng céng. Chirng nhén X.509 cua t& chic International Standards Organization
la mdt dang chi*ng nhan s8 phé bién. Keytool hé trg nhitng chirng nhén nay.

Keytool & budc dau tién can nhan dudc mot chiing nhan (certificate). Ching ta dung
chirng nhan doé tao cap khoa ‘cdng cong/riéng’ (private/public). Keytool nhap vao cac
chirng nhén da dudc tao va dugc ky danh. Keytool tu ddng gan (bundle) khoa céng cong
méi v8i mdt chiing nhan mdi. Cung thuc thé da tao khod céng céng ky danh chirng nhan
nay. D6 dugc goi la ‘self-signed certificates’ (Chirng nhan tu ky danh). Cac ching nhan
nay khdng phai la chiing nhén dang tin cdy cho dinh danh. Tuy nhién, ching can dé tao
cac yéu cau ky danh chirng nhéan (certificate-signing request).

Keytool va tuy chon dudc sir dung dé tao cac chirng nhan trén. Cau |énh sau gilp tao cac
chirng nhan trén:

keytool —keystore store —alias mykey —certreq -file mykey.txt

Cap khod dudc tao la ‘mykey’. Tuy chon '-file’ chi tén file, ma yéu cau ky danh ching
nhan dung dé Iuu.

Dung lénh ‘-export’ xuat cac chirng nhén nay nhu sau:
keytool —export —keystore store —-alias pk —file mykey

C4u |énh trén hién thi ddu nhac sau:

Enter keystore password

Ching nhén da luu trir trong <mykey>

Dé& nhép cac chltng nhan khac vao keystore cua ban, nhap ciu Iénh sau:

keytool import —keytool keystore —alias alias -file filename

Tén dudgc chi nhu 1a tén file chira chirng nhan dudc nhép vao (imported certificate).

Cau lénh sau chi tén bi danh 13 ‘alice’ d€ nhap ching nhan trong file ‘mykey’ vao keystore
‘MyStore’:

keytool —import —keystore MyStore —alias alice —file mykey

C4u |énh trén hién thi ddu nhac sau:
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Enter keystore password (Nhap vao mat khdu keystore)

K&t qua xuét ra hién thi hai tuy chon -Owner va Issuer. Né hién thi tén cdng ty, nghé
nghiép, t& chirc, dia diém, bang va tién té. N6 cling hién thi s§ serial va thdi gian cé gia
tri. CuGi cung, nd hoi cé la chirng nhan uy thac khéng. Chirng nhan dudc chap thuan cho
su’ uy thac cua riéng ban.

Dung |énh ‘-list’ liét ké ndi dung cua keystore nhu sau:
keystool -list —keystore Store
Cau Iénh trén yéu yéu password keystore

DUng tuy chon ‘-alias’ liét k& mot muc. Dung |énh -delete d& xod bi danh trong keystore,
nhu sau:

keytool —-delete —keystore Store —-alias alias

Dung lénh ‘-printcert’ in chirng nhan dudc luu trit trong file, theo cach sau:
keytool —-printcert -file myfile

Dung Iénh *-help’ nhén vé& danh sach tit ca cac Iénh keytool hé trg:
keytool -help

10.6 Cac goi bao mat java (JAVA Security packages)

Cac gobi bao mat Java bao gom:
» java.security
Day la go6i API nhan bao mat (the core security API package). Chlra cac I6p va giao dién
(interface) ho trg ma hoa (encryption), tinh bang tdm lugc tai liéu va chit ky dién tur.
» java.security.acl
Chra céc giao dién dung cai ddt cac chinh sach diéu kién truy cap
» java.security.cert
Cung cép su hd trg cho chitng nhan X.509
» java.security.interfaces
binh nghia cac giao dién truy cap thuat toan chlr ky dién tl (the digital signature
algorithm)
» java.security.spec
Cung cép cac I8p doc lap va phuc thudc vao thuat toan cho cac khoa.

Tom tat:
> NE&u kha n3ng bdo maét trong applet khéng dam bao, cac dit liéu nhay cam cd thé
dudc sita ddi hodc phai bay.
> Muc dich chinh cta JAR la két ndi cac file ma applet s dung trong mot file nén don.
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Diéu nay cho phép céac applet nap vao trinh duyét moét cach hiéu qua.

Mot file ké khai (manifest file) chlra thong tin vé cac file luu trir.

Ch{r ky dién tr 1a mdét ma hod kém véi chuong trinh d€ nhén dién chinh xac ngi
nguon goc cua file.

Keystore la mot cd sé dir liéu cua cac khoa.

Keytool la cong cu khoa bdo mat cua java.

chirng nhan dién tu lIa mot file, hodc mot dbi tugng, hoac mot thong bdo dudc ky
danh bdi quyén chirng nhan (certificate authority)

m tra kién thic:

File la file luu trr dudc nén.

Tuy chon , khi dung véi cong cu jar, trich rat tén file tir mot luu trir (file)

JAR tu dong tao file ké khai, tham chi né khong dudc chi ra true/false

Thudc tinh ,khi dung trong thé applet, chi cho trinh duyét nap file jar luu trit
cu thé, va tim file class dugc nhép vao.

Trong chir ky dién tu, dugc dung cho ma hoa va dugc dung cho
gidi ma.

Tat ca cac théng tin keytool quan ly, dugc luu trlf trong mot cc sd dir liéu goi la

. keytool & budc dau tién can nhan dugc moét chirng nhan true/false
Goi chlra giao dién (interfaces) dung cai dat cac chinh sach diéu kién truy
cap.
ap:

Tao cac cau lénh java thuc hién cac hanh déng sau:

unhwnhe

SoONo

Tao mot file jar ‘core-java.jar’ chira cac file 18p (class file) va cac file nguodn.

Liét ké nbi dung cua file jar.

Tao file html cho file CardLayoutDemo.class,file I8p dudc chlra trong file jar.

trich rat (extract) file jar

Dung Iénh keytool véi tén bi danh va keystore dé tao ra cap khod céng céng/riéng
mgi

Ky danh file jar méi dugc tao

Xac minh chit ky (signature).

Xuat cac chﬂ‘ng nhan (certificate)

Liét ké ndi dung cua keystore

0 In cac chirng nhan dudc luu trong file.
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