Van de bao mat trong Java
1. C&c \an dé can giai quyét:
- Nhu ching tadd biét van dé bao mat 1a mot van dé quan tong trong tt car mot ang
dung nao.bé viét mot tng ding an toan ph phu thudc vao muc dich aia ang ding va
moi tredng maing ding nay thrc thi. dé giai quyét duoc ta én phii hiéu:

eD0oi hoi xac thrc: théng throng duoc xac thrc dwa trén password Bo mot sH

thir nhu 14 the haic nhr khda. C6 ngia 1a xac tiee xem client c6 tédang nHip

dudi dang mic danh nao.

eDiéu khién truy nHip: xac nin ai dang tham gia trong phién laméuidé cip

quyen cho kb mot cach lp 1y.

oTinh toan ¢n di liéu: phai dam bao dir lieu khéng b thaydoi gitra nHirng gida

giri va nhrng gida nhin. diéu naydic biét quan tong nhit 1a khi thye thi trén méi

truong mang.

eTinh chic chin: néu co tuc tric trong qua trinh @ dit lidu va n khdng mén

dir liéu nay b danh &p thi dx liéu nay én phai dugc ma hoa.

eKhoéng b bac b: muc dich aia dch w nay ladé ching nhin mot giao tacdic

biét naodé da hoanit. dich w khéng bac b co trach nkim béo tin 4i cho ddi

tuong da gui tin.

- dé coduoc ung ding dapung dugc cacdoi hoi trén thi java c6 cacdbcdng @ la:

Ma hoéa i khéaddi xing(Sysmetric key encryption).

Ma héa i khdéa cong khai(Public key encryption).

Phrong phéap cii ky s5(Hashing/Digital signatures).

- Khoéadéi xtng:

Déi véi khoaddi xirng mpt théngdiép chi duoc doc khi ngroi nhan c6 khéa ma
hoa ma béng s¢ gui cho bén nhAn. cau ta loi la sr dung khda cong khai tie khdng
dbi xang dé ma hoa. Vi cach nay ta c6 ft cap khda:khoa bi at/khda cong khai. Nin
vay nguoi giri S8 sir dung khoa cdng khaté ma hda @ liéu va khoa bi it 8 duoc gii
tro lai. nguoi nhan s sir dung khoa bi rt naydé giai ma d liéu da nhin duoc.

- Phrong phép cfi ky

& day ding sr dung khda cong khai nhtrén nhrng theo cach khac.
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- Nguoi giri s& cho dr liéu qua not ham Bm dé phat sinh it ma khoa gi 1a ma m,
tiép tuc ma hoa né & khoa bi nt rdi giri ma kim da ma hoéadi cung i khoa cong
khai. Bén phia ngpi nhan s s dung khoa cdng khai riin dugc dé giai ma va timduoc
ma kim, va tép tuc tim ma Bm trén pln di liéu da nHin dugc. Néu ma Bm wira tim
duogc 1a gbng nhau thi ngoi nhan biét chic rang dr liéu giri di d& dapung dugc cac vn
dé giai quyét ¢ trén.

2. Java Cryptography Extension (JCE)

- JCEdugc cung ép nhr 1a mjt phan mo rong aia java.JCE 1.2, n6 cungpc mit moi
truong lam vic va thre thi viec ma hoa, phat sinh khoa vaapmhin khoadé bd sung
thém giao #p va trén khai $ hoa théngtiép, chi ky.

JCE cung &p phrong thic ma hoéadbi xirng thdng qua ¥ sr dung khoa bi rit, mot
khéaduoc chia & boi nguoi gui va ngroi nhan dé ma hda @ing nhr dé giai ma d liéu.
JCE c6 gbi chinh la javax.crypto va n6é baemghai goi ph javax.crypto.spec va
javax.crypto.interfacestay 1a hai géi chinh ma aong trinh hay 8 dung trong véc chip
nhian khoa va cting thrxc thongdiép.

Java cung4p nhiu giai thuat ma hoéa @ liéu nhr: DES,3DES,AES,RSA...vauoc chia
thanh 3 lai ma hoa.

>Ma héa 1 chiu gdm cac gii thuat SHA(Secure Hash Algorithm),
MD5(Message Digest)..thuong dugc goi la hashing hay one-way encryption. M5
day theodung nghia aia né thi khéng pti 1a ma héda ning trong java &tng c6 MD5
nén ding co tie goi o6 1a thut todn ma hoda. ngi ta throng ding cai nayié ma hoa
Passwordbic diém aia thijt toan nay la né khénghgiai maduoc.

->Ma héadéi xirng(symmetric): §m cac gii thuat DES(Data Ecrypto Standard),
TripleDes(Triple Data Ecrypto Standard)o.day c6 ngha la & hai bén nhn va bén gi
phai str dung chung Mt ma gbng nhau. Trong javacgla SecretKey.

>Ma hoa khéngidi xang(asymmetric): gm cac gii thuat RSA... § day ta ma
hoa king mdt khéa chung (public key) va céétlgiai ma king khoa private keyi@ ngroi
nhan. cho nén éu c6 naroi tha ba bét public key d@ing khéng th giai ma duoc di liéu
ma anh tata nhin duoc.

Giai thuat DES:

- DESduoc dung nr mot pheong thrc ma héa d liéu dung khda riéng (private-key).
Va c6 At nhiéu khoadé dung, ndi Message &co not khda ndi dugc chon ndiu nhién.
P6i véi thuat toan nay thi khéa riéng (private keyjacdau gri(sender) vadau
nhan(reciver) pli gibng nhau.

- Giai thuat DES &p dng khéa 56 bit cho &i block dr liéu 64-bit. Tuc la thong béo
dugc “bé” ra thanh tng khbi 64 bit va ndi khdi dai dién cho nét ky tu.

Théng béo 64 bit ———> DES |———— Chudi mit ma 64 bit

)

Ehoa 56 bit
Hinh 151 Mo hinh DES

Khoa kduoc chon trong chidi 56 bit va tr d6 trich ra 16 khoa con k1,k2....k16.6M
khoa con kia mot chubi 48 bit aia khda k 56 bit. Nii khdéa con naytuoc sr dung trong




mot khoi ma héade bien qéi thanh 64‘bi'déu vao thanh 64 bitau ra. Qua trinh ma hoa
cO the haat dong & vai cke d6 va bao gm 16 krot thao tac (operations).
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Hinh 15.2 Hinh anh 16 vong mi hoa cua DES
& hinh trén DES céisdung thuit toan hoan vIP(Initial Permutationy dau va hoan v
nauoc 1Pt 6 cubi.
- Mic du qué trinh naga & At phic tap nhrng ngroi ta Van ¢6 the dung that toan
3DES, that toan nayduoc phat trén tir thuat toan DES, n6 c6 tinhab mit cao ton
DES it nhiéu chinh vi vy d6 phirc tap cia nd gp 3 kn thuat toan DES. Hin nay that
toan DESd34 c6 nliing phrong thic dé crack nleng di voi thuat toan 3DES thi kianing
dua ra cac phong thrc crack la it khd. 3DES dung khéa c6 éhidai 168 bit.
- Trong trong lai, DES 8 khéngdugc xem la chén nira. Cisco c6 & hoach 1 tro thuat
toan AES (Advance Encryption Standard) vai cim 2001.

Giai thuat MD5:
- MD5 la mdt ham Bim dé ma héa i gia tri bam la 128 bit. MD5dugc sr dung ©ng rai
trong thé giéi phan mém dé dam bao rang @p tin t@i vé khéng b hong. ngroi st dung co
thé so sanh gia théng 8 kiém tra plin mém bang MD5 dugc cong 16 véi thong $ kiém
tra pHin mém ti vé bang MD5.
- MD5 thudng duoc sr dung dé ma héa rat khau. va mic dich aia visc ma hoéa la Bin
d6i mot chwi mat khau thanh mt chubi khac sao choitdoan madé khong ti nao hn
ra mit khau. cé nglia 1a khéng th giai ma haic c6 tté giai ma nhing mét rat nhiéu thoi
gian vo &n. sauday la gai thuat:
- MD5 bién d6i mot thdngdiép cé chéu dai kit ki thanh nat khdi cé kich thrgc 65 dinh
128 bits. Thongtiép dua vao 8§ dugc cit thanh cac kéi 512 bits. Théngliép dugc dua
vao b dém dé chiéu dai @ia n6 & chia tét cho 512. B dém hat dong nhr sau:
e Trudc tién nod & chén bit 1 vao aii théngdiép.
o Tiép d6 la hang lat bit Zero cho di khi chiéu dai @ia né nié hon i s6 caa 512
mot khoang 64 bit.
ePhin con hi s& duoc lap day boi mot sd nguyén 64 bit iiu dién chiéu dai ban
dau aia théngdiép.
- Thuit toan chinh ¢a MD5 hat dong trén nét bo 128 bit. Chia nbh no ra thanh 4it 32
bit, ki hiéu 1a A,B,C va D. Céc giaitnay la cac ing $ ¢o dinh.
Saudd thuit toan chinh&luan phién hat dong trén cac kbi 512 bit. Mdi khdi s¢ phbi
hop Vvéi mot bo. Qua trinh % ly mot khéi thongdiép bao ém 4 hréc trong tr nhau, o
la vong (“round”). Mbi vong ki gdm 16 qué trinhuong tr nhau dra trén ham @t chiéu
F, phép 6ng module va phép xoay trai...
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- Ham kim MD5 (condugc goi 1a ham tém it thongdiép - message degests)tsi vé
mot chwi so6 thap luc phan gm 32 $ lién tiep. Dudi day la cac vi d mé & cac Kt qua

thu duoc sau khi Bm.

MD5("MD5") = 7f138a09169b250e9dcb378140907378

Tham chi chi cin mot thaydoi nho ciing lam thaydoi hoan toan & qua tra vé:
MD5("MD5 ") = 9f5fb83531d4ceeb734e06cb6a529972

Ngay & mot chuwi réng ding cho ra it két qua phac tap:

MD5(™") = d41d8cd98f00b204e9800998ecf8427e

3. Céac bp Engine:
- JCEdinh ngha cac ép Engine nlr sau:

JCE engine class

@h ning

Javax.crypto.Cipher

Cungig cac hamdé viét thanh mat ma
cho viéc ma hoa va gi ma

Javax.crypto.KeyAgreement

7Cun@'pccéc ham cho giao b chuyn
doi ma.

Javax.crypto.KeyGenertor

Cungpccac ham cho §c tao khéadoi
Xung.

Javax.crypto.Mac

Cungip cac ham cho thititoan MAC

Javax.crypto.SecretkeyFactory

aolcac khoa bi #t

3.1 Lop Cipher:

- Lop javax.crypto.Cipher la &t I16p cin kan, 16p nay throng xuyén trén khai vic tinh
toan ma & duoc ar dung cho véc ma hoda va gi ma.

- cac phlrong thrc co ban aia lop Cipher:




getinstance()
- Lop nay codugce khi ta @i phuong thic getinstance(). Riong thic nay nin doi sb la
maot chubi dai dién cho ndt transformation. Nt transformation & &t chubi moé t phép
toan(hac mot phép toan). Mt transformation luén baodgn tén @a thuit todn méa hoéa,
theo sawl6 c6 tié 1a mbt ché do phan hoi va khungdém.
- Mot ddi tuong Cipher nin duoc tir pheong thic getinstance() gi duoc thiét 1ap cho
ché d6 1a ma héa/ gi ma. Cke d6 nayduoc dinh ngha 1a ndt hing $ nguyén trongdp
Cipher va c6 th tham chéu i hai cké d6 nay theo tén 1a : ENCRYPT_MODE im
DECRYPT_MODE.
-Giai thuat duoc thuc hién dua trén céc kéi dit liéu co kich théc duoc dinh Sin.
Vi du dé tao @i tugng Cipher:

Cipher cip=Cipher.getinstance("DES"); //DES: Datpto Stantard
Déi tuong dugc khoi tao baing cach gi phuong thic init() nhr sau:

Cip.init(Cipher.ENCRYPT_MODE,sk);
Dit liéu c6 te ma hoa hac giai ma phu thue vao vic goi phuong thic doFinal() hay
update(). Va vic thuc hién nhidu bude s ¢é ich gu nhr ta khdng bit do dai thre t cau
chubi dir liéu haic la dx liéu lon c6 the luu triru trong B nhd cung ndt ldc.
3.2 Lép KeyGenertor:
Lép javax.crypto.Keypair.Genertor didg phat sinh &p khoa public hay private: day
JCE cung ép ddi tuong KeyGenertor dungé phat sinh khoa bi &b cho gii thuat déi
xung. d6i tuong duoc tao ra khi @i phuong thic getinstance().
Vi du:

KeyGenertor kg= KeyGenertor. getinstance(“DES/E®RIBLS5Padding”);
Giai thuat ma héa DES ché do ECB c¢6 SKCS5Padding.
Phrong thic getinstance()&slay tham $ la tén @a thuit toan ma hoadsi xang ma khoa
bi mit s3 duoc tao ra. Neu ta chi dinh tén @a thiit toan, |8 théng € tim va clon bd khoa
dau tién co gia it Con réu ta cung p ¢ tén thut toan va provider thidithong € tim
bo tao khoa theo yéuao va $ chi ra ngai 1¢é néu khong tim thy.
3.3 SecretKey:
Puoc dung dé tao mdt SecretKey & mot mang byte ma khéng an dpa trén
SecretKeyFactory(SecretKeyFactory didiytao khda bi mt, thuong dugc dir dung
trong trdong hyp khoaddi xang). Lép nay cé ich khi cac khoa biatco thé biéu dign
thanh ndt mang byte va khdng cé thant &héa nhr truong hop khoa DES hac Triple
DES.
Vi du:

KeyGenertor kg= KeyGenertor. getinstance(“DES”);

SecretKey sk=kg.generate();
3.4 Lop keyAgrment:
- 16p nay cung p chic ning aia giao thirc chip nhan khéa. Cac khda lién quan trong
viéc thiét 1ap mot khoa cé th chia ¢ duoc tao bsi mot trong $ cac l§ tao
khéa(KeyPairGenertor hay KeyGenertor)ude tién phi khoi tao bing phrong thrc
getinstance() & d6i sb 1a tén @éa gii thuat sinh khoa.
3.5 Lop MessageDigest:
- L6p nay dungié phat sinh ch ky va phéat sinh théngdiép 5. S tao ra ot dbi tuong
véi chudi MD5 1a tham $ cho phrong thic getinstance().
Vi du: MessageDigest md=MessageDigest.Instance(“MD5");



Va ngai 1¢ NoSuchAlgorithmExceptioss duoc dua ra réu khong tim thy giai thut
MD5 ma java cungap.

—->bay la chrong trinh ma héaidliéu sr dung cac ép d& néuo trén. Ga st dir liéu
trong file data.txt

. data.txt - Notepad E]@-\

File Edit Formak iew Help

day la chuong trinh ma hoa du lieu
duoc wiet bot ngon ngu java

Dit liéu dau ra @m hai file output.txitd duoc ma hoa va key.txt ¢l khéa ma héa. Bén
gui s& gui dix lidu (output.txt va key.txt) cho bén drhva ki bén nlin € sir dung chrong
trinh adia minhdé tim ra khoa va &n hanh gii ma dr liéu mam trong file output.txt.

&\ output.txt - Notepad g@

File Edit Format Yiew Help
EII:I[I:IDDDDDD$DDDDDEII:II:II:II:II:II:II:II]I:IEIEIJ&EIEIEI

Va khoadi kem theo la:

4 key.txt - Notepad E]@

File Edit Format Yiew Help
IpkROEAC

import java.io.BufferedInputStream;
import java.io.FileInputStream;
import java.io.FileOutputStream;
import javax.crypto.Cipher;

import javax.crypto.KeyGenerator;
import javax.crypto.SecretKey;

public class MaHoa{
public static void main(String[] args) {



// TODO code application logic here
try

/lham it ma cho vic ma hoa  liéu
Cipher Cip=Cipher.getinstance("DES");
//ham to khdaddi xing

KeyGenerator KG=KeyGenerator.getinst§HaES");
/l ham 4o khoéa bi nt

SecretKey SK=KG.generateKey();
Cip.init(Cipher.ENCRYPT_MODE, SK);

FilelnputStream fis=new FilelnputStréaaata.txt");
BufferedInputStream bis=new Bufferedltgtream(fis);
int len=bis.available();
byte [|buff=new byte[len];
byte [Jenc=new byte[len];
while(bis.available()!=0)

{
len=bis.read(buff);
int bytecount=Cip.update(buff,a,enc);
}
bis.close();
fis.close();
Cip.doFinal();

/I ghi @& liéu sau khidd ma hoa ra file output.txt

FileOutputStream fos=new FileOutput&tn¢'output.txt");
fos.write(enc);

fos.close();

/I ghi khéa ra file key.txt

FileOutputStream fosk= new FileOutpra8m("key.txt");
fosk.write(SK.getEncoded());
String s1;
s1=SK.getFormat();

fosk.close();

}

catch(Exception ex)

{
System.out.print("Loi khong ma hoa ddaodieu”);

}
}

}

>Pay la chrong trinh gai ma wi dit liéu ndm trong file output.txtid dugc ma hda nh
trén:



import java.security.*;
import java.io.*;

import javax.crypto.*;
import javax.crypto.spec.*;

public class GiaiMa{
public static void main(String[] args) {
// TODO code application logic here

try

/I doc khda bi mait dugc ma hoda trong file key.txt
FilelnputStream fisk=new FileInputStrggkey.txt");
BufferedIinputStream bisk=new BufferqultStream(fisk);
int lenl=bisk.available();
byte [Jenkey=new byte[len1];
fisk.read(enkey);
fisk.close();

/I giai ma khéa bi at
SecretKeyFactory skf=SecretKeyFactathgtance("DES");
DESKeySpec dks=new DESKeySpec(enkey);
SecretKey sk=skf.generateSecret(dks);

I tao Cipherdé goi ham gii ma
Cipher Cip=Cipher.getinstance("DES");
Cip.init(Cipher.DECRYPT_MODE,sk);

/I giai ma dr ligu nam trong file output.txt
FilelnputStream fis=new FilelnputStréamutput.txt");
BufferedInputStream bis=new Bufferedlt§tream(fis);
int len=bis.available();
byte [Jenc=new byte[len];
byte [[buff=new byte[len];

while(bis.available()!=0)

len=bis.read(buff);

int bytecount=Cip.update(buff,0,ksmc);
}
bis.close();
fis.close();
/[Cip.init(Cipher.DECRYPT_MODE,sk);
/[Cip.doFinal();

/I ghi dt li¢u sau khi m& hoéa ra file output2.txt
FileOutputStream fos=new FileOutput&tn€'output2.txt™);



fos.write(enc);
fos.close();

}

catch(Exception e)

{
System.out.print("Loi khong giai ma duwtu lieu™);
}
}

}
bay la chrong trinh ma hoa password dung gii thuat MD5:

import java.io.*;

import javax.crypto.*;

import java.security.*;
import java.math.Biginteger;

public class MD5{
public static void main(String[] args) {
String text=null,
/Itext=args]O];
if (args.length==0)
text="MD5";
else
text=args|O];

try
{
MessageDigest md5 = MessageDigest.getinstanceg"ND
md5.update(text.getBytes());
Biginteger dis = new Biginteger(1, md5.digest());
//byte [Jdis=md5.digest();
text = dis.toString(16);
System.out.printin("Chuoi sau khi duoc ma hoagogiai thuat MD5:");
System.out.print(text);
}
catch(NoSuchAlgorithmException e)
{
System.out.print("Loi khong ma hoa duoc bang thiaat MD5");
}



